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ACCOUNTING AND ANALYTICAL SUPPORT FOR ASSESSING THE LEVEL
OF ECONOMIC SECURITY OF THE ENTERPRISE

Abstract. The article investigates the theoretical, methodological and applied aspects of
accounting and analytical support for assessing the state and level of economic security of the
enterprise. It is hypothesized that the economic security of the enterprise is a capacious, complex
concept. In general, it can be defined as the absence of various dangers and threats, or the ability to
prevent them, protect their interests and prevent losses below the critical limit. In the context of this,
the main purpose of enterprise management is a timely assessment of the state and level of economic
security and making informed management decisions to improve it. This requires the availability of
adequate and relevant information, which is formed in the accounting and analytical system of the
enterprise. The components of accounting and analytical information as a basis of accounting and
analytical system of economic security of the enterprise are systematized. The directions and tasks of
the analyst’s activity on financial and economic security of the enterprise are singled out. It is
substantiated that diagnostics is a tool for assessing the state and level of economic security of the
enterprise. The directions, types and kinds of diagnostics from the point of view of an estimation of a
condition and level of economic safety of the enterprise are considered. On the example of the largest
in the south-eastern part of Europe, the manufacturer and supplier of steel electric welding pipes PJSC
«Interpipe Novomoskovsk Pipe Plant» calculated and interpreted the indicators for each component
of economic security. Based on the results of calculations, the level of economic security of the
researched enterprise is determined and the influence of separate components on its value is estimated
for the purpose of acceptance of administrative decisions and application of the preventive measures
directed on increase of level of economic safety of the enterprise.

Keywords: security, economic security of the enterprise, components of economic security
of the enterprise, accounting and analytical support, indicators of economic security of the
enterprise.
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OBJIIKOBO-AHAJIITUYHE 3ABE3INEYEHHS OIIIHIOBAHHS PIBHS
EKOHOMIYHOI BE3IEKHA MIAIMTPUEMCTBA

AHoTanifa. JloChi/PKeHO TEOpPeTUYHi, METOJOJIOTIYHI Ta TPHKIATHI aCIEeKTH OOJIIKOBO-
aHAJTITUIHOTO 3a0e3MeYeHHS OIIHIOBAHHS CTaHy Ta PIBHS €KOHOMIYHOI O€3MeKH MiANpHEMCTBA.
Bucynyto rinoresy, mo eKOHOMIYHa Oe3leka WiANMPUEMCTBA € KOMIUIGKCHUM 1 CKIIAIHHM
MOHATTAM. Y 3arajlbHOMY BapiaHTi il MOJKHa BU3HAYUTH SK BiJICYyTHICTh Pi3HOTO poay HeOe3meK i
3arpo3 abo HasBHICTh MOMJIMBOCTEH WIOAO iX TMOMEPEIKEHHS, 3aXHCTy CBOIX IHTEpECiB 1
HEJIOMYIICHHSI BTPAT HW)KYE BiJ] TPAHUYHOI MEXi. ¥ KOHTEKCTI 3a3HAYEHOTO OCHOBHOIO METOIO
MEHEJKMEHTY TIANPUEMCTBA € CBOE€YacHa OIliHKA CTaHy 1 piBHI EKOHOMI4HOI Oe3meku Ta
YXBaJCHHS BUBAXKCHUX YIPABIIHCHKUX PIMICHh IMIOAO WOTO TMOJIMIIeHHs . Bu3HaueHo, M0
3a3HaueHe MoTpedye HAsBHOCTI aJeKBAaTHOI Ta pelieBaHTHOI iH(popMarii, ska (QopMyeTbcs B
00JIIKOBO-aHATITHYHINA cucTemi mianpueMcTBa. CHCTEMaTH30BaHO 3arajbHI BaXJIMBI CKIJIQJIOBI
00JIKOBO-aHATITHYHOT 1H(pOpMAIli SK OCHOBH OOJIIKOBO-QaHAIITUYHOI CHUCTEMH EKOHOMIYHOI
Oe3IeKu MAnpueMCTBa. BHOKpeMIIEHO aKTyallbHI HampsMU 1 3aBIaHHS AISUTBHOCTI aHAJITHKA 3
NMUTaHb (PiHAHCOBO-CKOHOMIYHOI Oe3meku mianpuemcTBa. OOIpyHTOBAHO, 110 AIarHOCTHKA € JIIEBUM
1 BO)XJIMBUMH IHCTPYMEHTOM OIIIHIOBAHHS CTaHy Ta PIBHA €KOHOMIYHOI O€3NeKH MiANMpPHUEMCTBA.
PosrnsiHyTO HampsiMu, BUIU 1 OPMU TIaTHOCTHKY IIOJIO OILIHIOBAHHS CTaHY Ta PiBHSI €KOHOMIYHOL
Oesreku mignpueMcTBa. Ha mpukiagi HaWOIMBIIONO B MIBAEHHO-CXIIHIM YacTHHI €BponH
BITYM3HSAHOTO BHUpPOOHMKA 1 TMOCTAa4aJbHUKA CTAJIEBHX eJleKTpo3BaproBaibHuX TpyOo IIAT
«Iarepnaiin  HOBOMOCKOBCHKHMI TPYOHMI 3aBO 3IIMCHEHO OOYHMCIICHHS Ta 1HTEPIpETAIliio
NOKAa3HMUKIB JUIsI KOXKHOI CKJIQJOBOi EKOHOMI4HOI Oesneku. 3a pe3yibTaTaMu pO3paxyHKIB
BU3HAYCHO PIBEHb EKOHOMIYHOI OE3MEeKH OCHTIPKYBaHOTO IiAMPHEMCTBA Ta OI[IHEHO BILUIWB
OKpEeMHUX KOMITOHEHTIB Ha ii piBeHb 3 METOIO0 YXBAJICHHS YIPABIIHCHKUX PIIICHb 1 3aCTOCYBaHHS
MIPEBEHTUBHUX 3aXO0/I1B, CIPSIMOBAHUX Ha MiBUIICHHS PIBHS €KOHOMIYHOI Oe3reKa MmimprueMCTBa.

Knwuoei cnoea: 6Ge3neka, ekOHOMiYHa Oe3neka MiANPHEMCTBA, CKJIAJ0BI €KOHOMIYHOI
OC3IeKu MiAMPUEMCTBA, OOJIIKOBO-aHATITUYHE 3a0€3MEeUCHHs, MOKAa3HUKH EKOHOMIYHOI Oe3IeKu
HiANPHEMCTBA.
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Introduction. The basis of economic security of the national economy is the sustainable
development of individual businesses, the successful operation of which largely depends on the
formation of budgets at various levels and the possibility of implementing social programs that
provide decent living standards. The most important condition for maintaining economic security is
the timely detection of threats associated with the loss of economic entity’s position in the market,
and the choice of those areas of its development that ensure sustainable positioning in commodity
markets and determine the specialization of its development. It is important to form such an
information system that will allow you to choose the main characteristics and indicators of
enterprise development, to objectively characterize its financial condition, financial stability and
ability to develop. The formation of an information system based on reliable and reliable accounting
information that allows you to quickly control production processes, identify negative trends and
follow promising areas of development, becomes a crucial condition for economic security of the
enterprise.

An important condition for maintaining the appropriate level of economic security of the
business entity is the timely detection of threats by means and tools of the accounting and analytical
system of the enterprise. One of the elements of the information system, which allows you to
quickly monitor financial and economic processes, identify negative trends and develop ways to
minimize them, is modeling the level of economic security, its components and assessing the impact
of this level on the results of the enterprise. The process of building an effective system of
economic security of the enterprise is impossible without powerful tools from the management
staff, which determines the legality and effectiveness of the facts of financial and economic
activities of the enterprise.

Analysis of research and problem statement. Despite the existence of a number of studies
on individual components of economic security of enterprises, carried out by such scientists as:
M. Yermoshenko, O. Kyrychenko, H. Kozachenko, V. Krutov, O. Liashenko, I. Migus, G. Minaeyv,
Ye. O. Oleynikov, L. Shemaeva, V. Franchuk, no significant developments regarding accounting
and analytical support were made. The study of certain aspects of the use of accounting and
analytical data in maintaining the safe operation of business entities is devoted to the scientific
developments of 1. Belousova, M. Bondar, S. Galuzina, V. Evdokimova, Ye. Lapchenka, T. Momot,
V. Palia, M. Pushkar, G. Savitskaya, M. Chumachenka, A. Sheremeta, S. Khmelova, C. Horngren,
R. Anthony and others.

Unsolved aspect of the problem. Systematization and application of certain methods of
assessing the level and state of economic security of enterprises in a particular industry remain
open, and therefore are of scientific interest.

The purpose of the article. The purpose of the article is to review the system of accounting
and analytical management of economic security of the enterprise, diagnostics of the security of the
enterprise and the development of practical recommendations for its improvement.

Research results. Economic security of the enterprise is a capacious, complex concept. In
general, it can be defined as the absence of various dangers and threats, or the ability to prevent
them, protect their interests and prevent losses below the critical limit. In the context of this, the
main purpose of enterprise management is a timely assessment of the state and level of economic
security and making informed management decisions to improve it. This requires the availability of
adequate and relevant information, which is formed in the accounting and analytical system of the
enterprise. Given the difficult conditions of doing business, caused by rapid change and increasing
aggressiveness of the external environment, the basis for improving the process of managing
economic security of enterprises is information support and accounting system, which is associated
with the need for reliable information about the real security situation, threats and risks, ie on an
objective assessment of the quality of the economic security system. The central place in the
information support of economic security of the enterprise is given to accounting and analytical
information.

Accounting and analytical information in the system of economic security of the enterprise
is based on accounting (accounting) information, which includes operational data, as well as
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statistical information, which along with accounting data is used for analysis. The content of the
category «accounting and analytical information» is disclosed mainly through the content of the
concepts «operational accounting», «accounting», «analysis of financial and economic activitiesy.
The Law of Ukraine «On Accounting and Financial Reporting in Ukraine» [10] stipulates that
accounting information is an information system that operates in accordance with certain rules,
provides information to various categories of users in the necessary for them aspect.

From the definition of accounting, the purpose of building this system is not clearly
formalized, ie accounting as a system built according to certain principles, is, in fact, an end in
itself. We characterize the economic nature of these categories and their purpose in the process of
preparation of accounting and analytical information in the form of a structural and logical scheme
presented on the Fig. 1.

Components of accounting and analytical information
in order to assess the level of economic security

Y. v 4
Primary Generalized Generalized
Accounting accounting accounting and analytical
information information information
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1

the economic activities

the financial
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status
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about the activities of the
enterprise to external and

internal users for decision of the enterprise

making

in the system of economic security of the enterprise
Source: by the authors.

Operational accounting is used to monitor the most important business transactions in order
to manage them at the time of their implementation. In particular, to control the implementation of
contracts for the supply of inventory, settlements with debtors, production and sale of products, etc.
A distinctive feature of operational accounting is the efficiency of obtaining information, which is
important for the system of economic security.

Accounting records and accumulates comprehensive synthetic (generalized) accounting
information about the activities of the entity and its departments for a certain period. According to
the National regulations (standards) of accounting, the accounting information represents the
information on a condition, structure and movement of property of the organization and sources of
its origin, economic processes and results of financial and industrial and economic activity of the
organization [8].

Financial accounting data reflects retrospective information about events and transactions
that have already taken place, ie that cannot be influenced or changed.

Relevant is the future (forecast) information that can be changed under the influence of
certain management decisions. This is the information provided by management (internal)
accounting. In addition, management accounting data are closed not only to external users of the
formation, but also to the staff of the enterprise, which is not directly related to the solution of a
particular problem, which significantly increases its confidentiality. The influence of management
accounting on the formation of accounting and analytical information in ensuring economic
security, when it comes to strategic management accounting, which combines external and internal
information and budgeting principles and allows you to analyze the activities of the enterprise
taking into account its current and long-term development and security goals [1].
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Based on the opinion of some domestic authors, who note that economic security should be
understood as the ability of the enterprise to carry out its business activities efficiently and stably by
using a set of interconnected diagnostic and control measures of a financial nature to optimize the
use of enterprise resources and external environment [11]. All these features of diagnostics are
clearly shown in the system of economic security of the enterprises. In this case, the diagnostics of
economic security of the enterprise is understood as a system of targeted analysis conducted by an
analyst on economic security, aimed at solving the following tasks:

1) adaptation and development of methods and techniques of diagnostics in accordance with
the requirements of economic security;

2) identification and formalization of a set of external and internal threats that affect the state
of economic security of the enterprise;

3) the establishment of limit values (indicators) of individual indicators that determine the
state of economic security of the enterprise;

4) formation of methodical approaches to complex diagnostics of a condition of economic
safety of the enterprise.

In general, the classification of types and kinds of diagnostics in the system of economic
security is given on the Fig. 2.

[ Diagnostics of the state and level of economic security of the enterprise ]

]

. Directins | ]

Diagnostics of the state

Diagnostics of the state Diagnostics of the crisis

1 1 1

I ro - !
! and level of economic ' ! of economic reliability ' ! of the enterprise '
1 securitv of the enterprise : 1 of external counternarties : 1 or its partners :
———————————————————————————— r ————————— L e e e e e e e R T T

Diagnostics that establishes
deviations
from the reference values

Diagnostics, which allows you
to determine whether
a diagnostic object belongs
to a specific class or group

Diagnostics that allows
to evaluate the object as
a combination of features

! Express diagnostics . I Comprehensive diagnostics ! System diagnostics .
""""""""""""" S
Result
A g

 Assessment of the condition and level of the diagnostic object

Fig. 2. Classification of directions, types and kinds of diagnostics

of economic safety of the enterprise
Source: based on [5].

In the context of assessing and diagnosing the state of an economic enterprise, we propose to
identify seven basic functional components in the system of economic security of enterprises, taking
into account the specifics of their economic activities and each of the components to give some
weight in total:

— financial (0.35);

— personnel (0.2);

— technical and technological (0.2);

—power (0.05);
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— information (0.05);

—resource (0.1);

— political and legal (0.05).

Each individual component of the economic security of the enterprise is represented by a
tactical and strategic assessment of a number of indicators.

Note that the constructed system of indicators for assessing the state of economic security is
not exhaustive, and therefore, depending on the specifics of the researched enterprise can be
supplemented.

We will diagnose the state of economic security on the basis of the algorithm proposed
above on the example of the largest in the south-eastern part of Europe manufacturer and supplier of
steel electric welding pipes PJSC «Interpipe Novomoskovsk Pipe Planty.

Assessment and diagnostics of the financial component of economic security of PJSC
«Interpipe Novomoskovsk Pipe Planty:

The financial component as an internal functional component of economic security is
considered the main one, because under market conditions, finance is the «engine» of any economic
system. The financial and economic condition of the enterprise (organization) is characterized by
the degree of its profitability and turnover of capital, financial stability and dynamics of the
structure of sources of financing, the ability to pay off debt. Proper assessment of the financial
results of activities and financial and economic condition of the enterprise (organization) in modern
business conditions is absolutely necessary for its management and owners, as well as for investors,
partners, creditors, government agencies. The financial and economic condition of the enterprise
(organization) is of interest to its competitors, but in another aspect — negative; they are interested in
weakening the position of competitors in the market. The weakening of the financial component of
economic security is evidenced by:

—reducing the liquidity of the enterprise;

— increase in accounts payable and receivable;

— reduction of financial stability, etc.

The dynamics of indicators that characterize the financial component of economic security
of the enterprise is shown in Table 1.

Table 1
Indicators that characterize the financial component of the economic security
of the enterprise PJSC «Interpipe Novomoskovsk Pipe Plant»
. - Years Security level
Indicator Limitvalue 5077 2018 2019 assessment

> 0.6 high

Coefficient of autonomy 0.4—0.6 sufficient
<04 0.2885 0.3341 0.2939 low
> 1.5 high

Coverage ratio 1.0—1.5 1.1013 1.3150 1.2151 sufficient
<1.0 low
>2 high

Asset turnover ratio 1—2 1.0812 sufficient
<1 0.7608 0.6410 low
. > 20 high

Profitability of products 10— 20 13.93 1750 | 10.62 ffcient
(goods, works, services), % =10 Tow

Source: calculations according to the company’s reporting.

Thus, the coefficient of autonomy of PJSC «Interpipe Novomoskovsk Pipe Plant» during the
study period had values corresponding to a low level of safety. The same can be said about the asset
turnover ratio during 2018—2019. At the same time, the coverage ratios and profitability of
products had values that corresponded to a sufficient level of security of the enterprise. In general,
we observe alarming signals about the state of the financial component of economic security of the
enterprise.
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Assessment and diagnostics of the personnel component of economic security of PJSC
«Interpipe Novomoskovsk Pipe Planty:

The appropriate level of economic security largely depends on the intelligence and
professionalism of personnel working in the enterprise. Negatively affect this component:

— dismissal of leading highly qualified workers, which leads to a weakening of intellectual
potential;

— reducing the share of engineering and technical workers and scientists in the total number
of employees;

— reduction of inventive and innovative activity;

— reduction of the educational level of employees.

The composition of personnel directly affects the level of economic security in the
enterprise. Negative impact on the personnel component has:

1) internal threats:

—non-compliance of employees’ qualifications with the requirements for them;

— insufficient qualification of employees;

— weak organization of personnel management system,;

— weak organization of the education system;

— errors in the planning of personnel resources;

— reducing the number of innovation proposals and initiatives;

—employees are focused on solving internal tactical tasks;

— employees are focused on the interests of the unit;

— low-quality checks of candidates for employment.

2) external threats:

— conditions of motivation of competitors are better (it is easy in such a schedule to predict
the transition of specialists to competitors);

— guiding competitors to lure;

— pressure on outside workers;

— getting employees into different types of dependence;

— inflationary processes (it is impossible not to take into account when calculating wages
and forecast its dynamics).

The dynamics of indicators that characterize the personnel component of the economic
security of the enterprise is reflected in Table 2.

Table 2
Indicators characterizing the personnel component of economic security
of the enterprise PJSC «Interpipe Novomoskovsk Pipe Plant»
. - Years Security level
Indicator Limitvalue ™5517 [ 2018 | 2019 | assessment
<10 high
Staff turnover rate, % 10—20 10.16 15.14 16.92 sufficient
> 20 low
<5 4.19 high
Share of lost working time, % 5—10 8.99 9.12 sufficient
> 10 low
The level of compliance between high + + + high
the amount of remuneration of the employee’s average sufficient
qualifications and productivity low low
Moral and psychological climate favorable i * i hlgh
in the team stab.1e sufficient
hostile low

Source: calculations according to the company’s reporting.

Thus, the turnover rate of PJSC «Interpipe Novomoskovsk Pipe Plant» during the study
period had values that correspond to a sufficient level of safety. The same can be said about the
share of lost working time in 2018—2019. At the same time, the level of compliance with the
amount of wages of the employee’s qualifications and productivity and moral and psychological
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climate in the team were important, corresponding to a high level of enterprise security. In general,
we observe a stable state of the personnel component of economic security of the studied enterprise.

Assessment and diagnostics of the technical and technological component of economic
security of PJSC «Interpipe Novomoskovsk Pipe Planty:

Technical and technological safety of the enterprise consists in the level of conformity of the
technologies applied at the enterprise to the best world analogues for cost optimization. The
negative effects on this component include:

— actions aimed at undermining the technological potential of the enterprise;

— violation of technological discipline;

— moral aging of the used technologies.

External threats to the weakening of technical and technological security can be considered a
lack of foreign and domestic investment. Difficulties in obtaining long-term loans from banks do
not allow to replenish working capital of the enterprise and direct them to upgrade the fleet of
equipment. All this leads to the use of outdated equipment, technology and a significant threat to
technical and technological safety.

Internal threats to technical and technological safety-inefficient organization of the
production process, insufficiently skilled workers, a high degree of working capital, and so on.

The dynamics of indicators that characterize the personnel component of the economic
security of the enterprise is reflected in Table 3.

Table 3
Indicators characterizing the technical and technological component of economic security
of the enterprise PJSC «Interpipe Novomoskovsk Pipe Plant»

. .. Years Security level
Indicator Limitvalue ™67 T 2018|2019 assessment

<40 32.86 high

Depreciation rate of fixed assets,% 40—70 41.36 50.14 sufficient
>70 low
> 90 94.22 95.99 96.16 high

Production capacity utilization rate,% 70—90 sufficient
<70 low
> 10 high

Update rate,% 5—10 sufficient
<5 3.13 0.18 2.86 low
>2.0 2.8221 3.7401 4.6019 high

Return on assets, UAH 1.0—2.0 sufficient
<1.0 low

Source: calculations according to the company’s reporting.

Thus, the rate of renewal of fixed assets of PJSC «Interpipe Novomoskovsk Pipe Plant»
during the study period had values that correspond to a low level of security. The average level of
safety was characterized by the coefficient of depreciation of fixed assets. At the same time, the
capacity utilization rate and return on assets were values that corresponded to the high level of
security of the enterprise. In general, we observe a stable state of the technical and technological
component of economic security of the studied enterprise.

Assessment and diagnostics of the power component of economic security of PJSC
«Interpipe Novomoskovsk Pipe Planty:

The security of the enterprise is to protect the individual from threats to his life, health and
material well-being, as well as to protect the property of the enterprise from criminal encroachment.
The power component is to ensure the physical safety of employees of the firm (especially
managers) and the preservation of its property. The main negative impacts on this component
include physical and moral impacts on specific individuals (especially management and leading
professionals) in order to harm their health and reputation, which threatens the normal operation of
their enterprise. Negative effects that damage the property of the enterprise, threaten to reduce the
value of its assets and loss of economic independence (misinformation, destruction of information).

The causes of these negative phenomena are:
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— inability of competing companies to achieve advantages by correct methods of market
nature, ie by improving the quality of their products, reducing current production costs (activities),
improving market research, etc.;

— criminal motives for criminal legal entities (individuals) to receive income through
blackmail, fraud or theft;

— non-commercial motives for encroachment on the life and health of managers and
employees of the enterprise (organization), as well as on the property of the company.

The security service should deal with these negative influences. Its duty is to provide
physical protection to the management of the enterprise, to organize the access regime, to protect
the premises, communication lines and equipment.

The dynamics of indicators that characterize the power component of the economic security
of the enterprise is shown in Table 4.

Table 4
Indicators characterizing the power component of the economic security of the enterprise
PJSC «Interpipe Novomoskovsk Pipe Plant»

. . Years Security level
Indicator Limitvalue ™67 T 2018 | 2019 assessment

<1 0.1465 0.0366 0.0011 high

Level of property preservation, % 1—3 sufficient
>3.0 low
high + + + high

Level of personnel protection average sufficient
low low

Source: calculations according to the company’s reporting.

Thus, the power safety indicators of PJSC «Interpipe Novomoskovsk Pipe Plant» during the
study period were important, which corresponded to a high level of safety. In general, we observe a
strong state of the power component of the economic security of the studied enterprise.

Assessment and diagnostics of the information component of economic security of PJSC
«Interpipe Novomoskovsk Pipe Planty:

The information component is the implementation of effective information and analytical
support of economic activity of the enterprise. Relevant services perform certain functions, which
together characterize the process of creating and protecting the information component of economic
security:

1) collection of all types of information about the activities of a business entity;

2) analysis of the received information with obligatory observance of the generally accepted
principles and methods;

3) forecasting trends in scientific and technological, economic and political processes;

4) assessment of the level of economic security for all components and in general,
development of recommendations for improving this level in a particular business entity;

5) other activities for the development of the information component of economic security.

The dynamics of indicators that characterize the information component of economic
security of the enterprise is shown in 7able 5.

Table 5

Indicators that characterize the information component of the economic security

of the enterprise PJSC «Interpipe Novomoskovsk Pipe Plant»

. .. Years Security level
Indicator Limit value 2017 2018 2019 assessment
i + + + i
The level of providing employees with high hlgh
. . L : average sufficient
information for decision making
low low
. . <1 0.1432 0.1298 high
'Level of ’protectlon of commercial —3 1112 Sufficiont
information
>3.0 low

Source: calculations according to the company’s reporting.
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Thus, the information security indicators of PJSC «Interpipe Novomoskovsk Pipe Plant»
during the study period were important, corresponding to a high level of security. In general, we
observe a strong state of the information component of the economic security of the studied
enterprise.

Assessment and diagnostics of the resource component of economic security of PJSC
«Interpipe Novomoskovsk Pipe Planty:

The resource component of the economic security of the enterprise are the factors that
characterize the material support of production with the main types of resources. The dynamics of
indicators that characterize the information component of economic security of the enterprise is
shown in Table 6.

Table 6
Indicators characterizing the resource component of economic security
of the enterprise PJSC «Interpipe Novomoskovsk Pipe Plant»
. - Years Security level
Indicator Limit value 2017 2018 2019 assessment
. . . >3,0 high
The ratio of inventories of working 0204 02657 | 03622 | 03417 sufficient
capital ~02 Tow
>3,0 high
Material efficiency 2,0—3,0 2.1796 2.6655 2.5472 sufficient
<20 low

Source: calculations according to the company’s reporting.

Thus, the indicators of resource security of PJSC «Interpipe Novomoskovsk Pipe Plant»
during the study period had values that corresponded to a sufficient level of security. In general, we
observe a sufficient state of the information component of the economic security of the studied
enterprise.

Assessment and diagnostics of the political and legal component of economic security of
PJSC «Interpipe Novomoskovsk Pipe Planty:

Political and legal security of the enterprise is protection against excessive tax pressure,
unstable legislation, inefficient work of the legal department of the enterprise. It defines the
environment in which enterprises operate, as well as the «rules of the game for themy.

The legal component is a comprehensive legal support of the enterprise, compliance with
applicable law.

The legal danger is:

— insufficient legal protection of the interests of the enterprise in the contractual and other
business documentation;

— low qualification of employees of the legal service of the relevant business entity and
errors in the selection of staff of this service;

— violation of the legal rights of the enterprise and its employees;

— intentional or unintentional disclosure of commercially important information;

— violation of patent law.

External threats to political and legal security are frequent changes of government,
instability of the tax system, excessive state interference in business, and so on. A serious threat to
the company’s activities is the lack of legal guarantees in case of forcible alienation of property,
blocking of company accounts, etc. The internal regulatory and legal threats of the enterprise
include harmful, ill-considered rules of procedure, job descriptions, instructions, orders, decisions
of the workforce. The enterprise is also threatened by the lack of a legal framework that would
allow security services to work in a civilized manner, to eliminate inconsistencies in the activities of
private security companies with government agencies.

The dynamics of indicators that characterize the information component of economic
security of the enterprise is shown in Table 7.
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Table 7

Indicators characterizing the resource component of economic security
of the enterprise PJSC «Interpipe Novomoskovsk Pipe Plant»

. .. Years Security level
Indicator Limit value 2017 2018 2019 assessment
i + + + i
The level of compliance with labor high h1gh
R . average sufficient
legislation at the enterprise
low low
g . low high
Possibility to establish control over the ici
enterprise by third parties average ki ki ki sufficient
high low

Source: calculations according to the company’s reporting.

Thus, the indicators of political and legal security of PJSC «Interpipe Novomoskovsk Pipe
Plant» during the study period were important, corresponding to high and sufficient levels of
security. In general, we observe a sufficient state of the political and legal component of economic
security of the studied enterprise.

Taking into account the partial coefficients, we determine the state of economic security of
PJSC «Interpipe Novomoskovsk Pipe Plant» (Fig. 3).

0,18 " 0,8
{;‘\
0,16 = "~ 0,7 s Financial security
0,14 ——~—~—— 0.6 .
0.12 = > = Personnel security
;) 1 0,5 Technical and technological safety
’ 0.4 -
0,08 mmmm Security force
0,06 - 03 mm [nformational security
0,04 - 0.2 Resource security
0,02 - 0,1 Political and legal security
0 ' T 0 —O—The level of economic security
2017 2018 2019

Fig. 3. Dynamics of integrated assessment of components of economic security
of PJSC «Interpipe Novomoskovsk Pipe Plant» and its general level

Source: calculated and constructed according to Tables 2—S8.

Thus, the level of economic security of PJSC «Interpipe Novomoskovsk Pipe Plant» was
characterized as high in 2017 (> 0.7 according to the integrated assessment) and sufficient in
2018—2019 (from 0.35 to 0.7 according to the integrated assessment), with this coefficient
decreases in the dynamics, which is a negative phenomenon.

The model of assessing the level of economic security of PJSC «Interpipe Novomoskovsk
Pipe Plant» is presented, which, in contrast to the existing ones, allows to determine the integrated
indicator, which, taking into account the safety of each individual indicator and functional
component, provides tactical and strategic assessment decisions in the field of economic security
management of a particular enterprise on the basis of accounting and analytical information.

Conclusions. The core element of economic security in the context of research is the
information component, which involves collecting information about external and internal factors in
order to form a strategy and tactics to counter threats to the enterprise and its sustainable
development. However, the experience of using information as a factor in ensuring economic
security has shown inconsistency in obtaining and summarizing data by economic security
professionals and, consequently, their low adaptability to economic security needs, which increases
information risks in making decisions about sustainable operation and development.

The model of assessing the level of economic security of PJSC «Interpipe Novomoskovsk
Pipe Plant» is presented, which, in contrast to the existing ones, allows to determine the integrated
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indicator, which, taking into account the safety of each individual indicator and functional
component, provides tactical and strategic assessment decisions in the field of economic security
management of a particular enterprise on the basis of accounting and analytical information.
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